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CneacTBEHHBIA KOMUTET

Poccuiickoit @enepannn

Ecmu Bammm netu nmons3ytorcst aTepHeToM, Bbl, 63 coMHeHu s, OECTIOKOUTECH O TOM, KaK yoepedb
UX OT HEMPUATHOCTEH, KOTOPbIE MOTYT MOJICTEPEraTh BO «BCEMUPHOM MayTUHE». 3HAYUTEIILHOE
pacrpocTpaHeHHe MaTeprajioB B ceTi IHTepHeT, npeIHa3HAYeHHBIX TOJBbKO ISl B3POCIIBIX MU
HernpreMJIeMBbIX JIJIS JIETeH 10 KaKoW-JIMO0 APYroi MpUYMHE, MOKET JIETKO MPUBECTH K HETaTUBHBIM
[TOCJIEACTBHSAM.

B Hacrosiiee Bpems cuTyanust CKJIaJbIBa€TCsl TAKAM 00pa30M, UTO KaKIblii peOEHOK, BBIXOSAIINN B
WuTepHeT, MOXeT MPOCMaTPHUBATh JIIOObIE MAaTEPHUANIbl. A 9TO HACWIIWE, MOPHOTpadusi, CTPAHMUIIB,
MOJTAIKMBAIOIIE MOJIOZIEKb K CaMOyOMIICTBAM, aHHOPEKCHH (OTKa3 OT MpHUeMa IUIIK ), YOUrCTBaMm,
CTPAHULIbI C HALIMOHAIUCTUYECKOM, SKCTPEMUCTCKON U OTKPOBEHHO (DALTMCTCKOW UAEOJIOTHEN U
MHOroe apyroe. Yacto ObIBaeT Tak, 4To MPOCMOTP TaKOW MH(pOPMAITIH Jaxe He 3aBUCHT OT peOeHKa,
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BE€Jb HA MHOT'UX caprTax OTO6pa)KaIOTCH «BCIUIBIBAIOIIHUE OKHa», COACPKAIUEC HCIaTUBHYIO J1JIA
HECOBECPIIEHHOJICTHUX I/IHq)OpMaLII/IIO, qani€ BCEro nopHorpaq)I/Iqecxoro COCPIKaHUA.

Kpowme Toro, B ceTu HepeIko BCTPEYaloTCs JIOAU, KOTOPbIe MBITAIOTCS ¢ ToMoIilbio iHTepHeTa
BCTYIaTh B KOHTAKT C JIETHMH, TIPECIe/ys ONaCHbIe WA TPOTUBOIIPABHBIE JIJIs1 peOeHKa IIeJIH.
310yMBIIUIEHHUKHY UCTIONB3YIOT 3TU KaHAJIBI JI71s1 TOTO, YTOObI 3aCTaBUTh AETEN BbIIATH JTMUHYIO
rH(pOopMaIrio, BOBJIEYb HECOBEPIIEHHOJETHUX B COBEPIIICHUE ACOIMATIBHBIX U MIPECTYITHBIX
TIEVCTBUM.

Mepbl MpeaOCTOPOKHOCTH UJIN YTO HY’KHO ITOMHUTL POOUTEIIAM

- I TOTO, YTOOBI MpeJocTepeyb peOeHKa OT HEraTUBHOTO BO3/ieiicTBUs IHTEepHETa, 00BSCHUTE
AeTsAM MpUHIMI padoThl cetu. Hayunte pebeHka mosb3oBathes mouckoM B MuaTepHere. [Tokaxwure,
KaK KCIOJIb30BaTh Pa3IMYHbIC TTOMCKOBBIE CUCTEMBI, B TOM YKCJIe IETCKUE, ISl OCYIIECTBICHUS
MOMCKA TTO3HABATEIFHOM 1 Pa3BUBAIOIICH /T peOeHKa MH(OPMAITUH.

- pe6eHOK JOJIKEH ITIOHUMATDh U IIOMHUTH. HAXOXICHUEC B I/IHTepHeTe BO MHOI'OM HAITOMHWHACT
npeObiBaHUe B OOIIECTBEHHOM MecTe. OnacHOCTH, MOJICTEPEralolye MoIb30BaTesl, CXOKH C
PHCKOM, BO3HHMKAIOIIUM ITPH OOIIECHUH C UyKMMHU JIIObMU. EC/IN IeTH JIMYHO He 3HAIOT YesIoBeKa, ¢
KOTOPBIM OOIIAIOTCS B CETH, 9TO PABHOCUJIBHO OOIIEHHIO C HE3HAKOMIIEM B PeaIbHOM KU3HH, UTO
3arperieHo.

- OyabTe BCerjia OCBEJIOMIJICHBI O TOM, YeM 3aHuMawTcs Bamm netu B MaTepHere. [Tonpocure nx
Hay4uTh Bac 1moyib30BaThCsl pa3InyHbIMU PUIIOKEHUSAMU, KOTOPHIMU BBl HE MOJIb30BAIUCH PAHEE.
[Mocemaiite HTepHET BMecTe ¢ aeThMH. [Toompsiiite neted pacckasbiBath Bam 00 ycniexax u
HeyJa4yax B MPOLECCE OCBOCHUSI CETH.

- IOMOTUTE JIETSIM TOHSITh, YTO HE CleqyeT pa3MeniaTh B VIHTepHeTe imuHyio nHpOpMaImio o cede 1
CBOEI1 ceMbe: MOJIHbIE aHKETHbIE IJaHHBIE (CBOM JINOO CBOMX HECOBEPIIIEHHOJIETHUX APYy3eil), HoMep
MOOWJILHOTO TesiepoHa, JOMAIIHUIA aipec, HOMEp MIKOJIbI, MECTO pabOThI POIUTEINEH, JII0OYI0 APYTYIO
JIMYHYI0 MH(POPMAITHIO, a TaKKe JeMOHCTPUPOBaTh poTorpacuu (cBou u ceMb). OOBSICHUTE, YTO
MOOOH YeJIOBEK MOXET 3TO YBUIETh U MCIOJIb30BATh B CBOUX LIEJISX, 324ACTYIO IIPOTUBOIIPABHBIX 1
aMOPAJIbHBIX.

- ecsi Barnr peGeHOK nostydaeT crnam (HexenaTeIbHyIo 1eKTPOHHYIO IT0UTY), 0ObSICHUTE, YTO He
HY’)KHO BEPUTb HAIMCAHHOMY B TaKMX MUCbMax U HU B KOEM Cllyyae He ClIeyeT OTBeyaTh Ha HUX.

- peOeHOK JI0JIKeH 3HATh, YTO HeJIb3s1 OTKPhIBATh (haiiibl, MPUCIAHHbIE HE3HAKOMBIMHU JIIOIbMH,
MIOCKOJIbKY OHU MOTYT COJepKaTh BUPYChl WK (POTO-, BUeOMaTepraibl HEMPUCTOMHOTO WU
arpeccuBHOro cogep:xanus. [laiite noHATh peOeHKY, UTO HEKOTOphIe Toau B IHTepHeTe MoryT
TOBOPHTH HEMpaBy U ObITh HE TeMH, 3a KOro cebst BoigaioT. Hayunrte peGeHKa npoBepsiTh BCe TO, YTO
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OH BUJUT U YUTACT B I/IHTepHeTe.

Pacckaxkurte pebeHKy, uto B IHTEpHETE BCTPEYAIOTCSI M «XOPOIINE», M «IUIoXue» moau. OObscHuTE,
NOYeMY He CTOMT JJOOABJISATh «B JPYy3bsi» HE3HAKOMBIX JIIOJEH — OHM MOTYT ObITh HE TEMH, 32 KOTO
ce0s B1aloT. [Ipenynpenure pedeHka, 4ToObl OH HA B KOEM CITydae He COTJIaliajcs Ha BCTPEUH C
VHTepHeT-He3HaKOMIAMU B PeasIbHOM KU3HU, IPEskK/Ie YEM He MOCTaBUT B U3BECTHOCTh Bac uimm
OMM3KMX poICTBEHHUKOB. [TocoBeTyiiTe emy oOmiathesi B IHTEpHETE TONBKO C TeMH, C KEM OH JIMYHO
3HAKOM.

- IPeAOCTEPEruTe OT CKAUMBaHUs IUIATHOM MH(popMaluu, ocoOeHHO yepe3 sms. OObsCHUTE, oYeMy
HE CTOUT 0OpaIaTh BHUMaHUS Ha sIpKUe OaHHEPBI C COOOIIEHUSIMUA O BBIUTPBIIIAX WM TPH3ax.

- TIOCTOSIHHO OOIIANTECh CO CBOMMU JIEThbMH, PACCKa3bIBANTE U COBETYWTE, KaK MPABUJIbHO MOCTYIATh
Y pearpoBaTh Ha JEWCTBUS Jpyrux mojeil B IHTepHeTe.

- HAy4HuTe JeTel MPAaBUILHO pearupoBaTh, €CJIM UX KTO-TO OOUJIEN B CETH, WIN OHU
TMOJTYYMJIA/HATOJIKHYJIMCh HA arpPECCUBHBIA KOHTEHT, a TaKKe JII0OYI0 aMOPaTbHYI0 MH(OPMAIIHIO.

Paccxancme, Kyla B I'IO)_IOGHOM CJIyda€ OHU MOT'yT O6paTI/ITbCH.

- ybeauTech, 4TO Ha KOMIBIOTEpPE, KOTOPHIM TOJIb3YIOTCs Bamm 1eTy, ycTaHOB/IEHB! ¥ IPaBUJIBHO
HACTPOEHBI Cpe/IcTBa (PUIIbTPALIUU.

POIII/ITCHLCKI/H';I KOHTPOJIb — 3TO OI'paHUYCHUC OOCTYIIa IIeTefI 1 MMOAPOCTKOB K HEKEJIATCIbHBIM
calTaM B I/IHTepHCTC. PO,I[I/ITCJ'IBCKI/Iﬁ KOHTPOJIb MOKET HE TOJIbKO 6HOKI/IPOBaTb HAOCTYII K TAKUM
CaﬁTaM, HO MU OrpaHU4YMBAaTh UCIIOJIb30BAHUE I/IHT€pH€Ta IO BpEMCHH CYTOK, OIHAM HEACIN NI

IJIMTEJIBHOCTU CE€aHCA. CYH_ICCTByCT MHOJKECTBO IIPOrpaMm 1 CI)I/IJ'IprOB, Cpean HUX:

Anrusupyc Kacnepckoro ¢ BO3MOXHOCTAMU POJUTENLCKOro KoHTpos — «Kaspersky Internet
Security»,

nporpamma-puibTp «NetPolice»,

nporpamma-puibTp «MuatepHer Llenzop»,

(penepanbHas nporpamma I€TCKOro uHTepHeTa «l'oryb».

- IPUYYHUTE IleTeﬁ, YTO OHU OOJI’KHBI ITocetiaTthb TOJIbBKO TE CaﬁTbI, KOTOpLBIC Bu pa3peuiniiv, To €CTb
CO3JalTe ISt HUX TaK Ha3bIBAeMBbIN «OeJIblii» CIIMCOK CAlTOB B VIHTEpHETE C MOMOIIBIO CPEJICTB

POAUTEILCKOI'O KOHTPOJIA.

- HAy4HMTe Balllero peOeHKa yBaXKEeHHUIO M STUKETY B Impoliecce nojb3oBanus MutepHerom. [lonmpocure
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peOeHKa He MPOBOLMPOBATh KOH(MDIIMKTHBIE CUTYAIIMU U OTHOCUTHCS K JPYTMM TOJIb30BATENSIM TaK
e, KaK OH XOTeJI Obl, 4YTOOBI OTHOCHJIMCH K HeMy camomy. OOBSICHUTE, YTO HA IIPH KaKHUX
00CTOSITETIbCTBAX HE CTOMT pa3MelIaTh MPOBOKAIIMOHHBIA MaTepHUal U He PaCPOCTPAHSITH 110 YbeH-
160 1pockde MHGOPMAIIIOHHBIE M arPeCCUBHO-HACTPOEHHBIE cooOmenus. Mudopmarms,
BbUIOKEHHAs1 B IHTEpHeT, TOCTyIHA BCEM M MOKET OBbITh UCIIOb30BaHA B JTIOOBIX, B TOM YHCIIE,
MOULIEHHUYECKHX LIEISIX.

HpaBI/ma 0€30I1aCHOI0 HUHTCPHETA IJIA I[CTCﬁ

- HIKOMY ¥ HHMKOI'JIa HE pasrjaiai cBou napond. OHu — TBOM I1aBHbIM cekpeT. [Ipunymait cBon
YHUKAJIbHBII NIAPOJIb, O KOTOPOM HUKTO HE CMOXKET jJorajaarscs. He 3anuceiBail naponu Ha
OyMaxKax, He XpaHHU UX B OTKpbITOM jiocTyne. He oTnpasiisii cBou maposuy Mo 3JeKTPOHHOM MouTe.

- IPY PETUCTPAIMU Ha CAaliTaX U B COLMANIBHBIX CETSIX CTApaicsl HE YKa3bIBATh JIMYHYI0 MH(OPMAIIUIO
(cBOM (haMWIIHIO, UMSI OTYECTBO, HOMep TesiehOHa, aipec MECTa KUTEIbCTBA, IIIKOJIBI, MECTO PadOTHI
poauTenel U Ipyroe) — OHa MOKET ObITh JOCTYITHA BCEM, JAaKe TeM, KOrO Thl HE 3HAEIIIb !

- IOMHH, 4TO poTorpacdusi, pazMelieHHas B VIHTepHeTe gocTynHa aj1s npocMoTpa BceM. Crapaiics
He pazmenarhb (hoTo, Ha KOTOPBIX N300pakeHa TBOSI CEMbsI, IIIKOJIA, JIOM U JIpyrHe JINYHbIE JaHHBIE.

- HE BCTpeqaﬁCH C TEMHU, C KEM Tbl 3BHAKOMUIILCA JINIIIb B I/IHTepHeTe.

- IOMHH, YTO MHOT'UE€ JIIOJU PACCKA3bIBAIOT O ceOe B I/IHTepHeTe HEIpaBay, B TOM 4UCJIE CBEACHUA O
BO3pacTe u I10JIOBOH IMPUHAJICKHOCTH.

- B /IHTepHeTe U COLMANIBHBIX CETSAX CTapaicst OOMATHCS TOJIBKO C TEMU, C KEM Thl JUYHO 3HAKOM.
[Momymaii 1 OCOBETYHCSA ¢ POAUTEIISAMH, IIPEsk/ie YeM J0OaBUTh HE3HAKOMOT'O YesloBeKa K ceOe B
CIIHCOK «JIpy3ei».

- HE I/ICHOJIL?;yﬁ Be6—KaMepy npu 06H_[CHI/II/I C HE3HAKOMBIMU JIIOAbMU, IIOMHHU O HCO6XO,I[I/IMOCTI/I
COXpaHATb JUCTAHIUIO C HEBHAKOMIIaAMMU.

- yBaxai cobeceqHnkoB B MIHTepHeTe. HUKOrma v HM pu Kakux 0OCTOSITENLCTBAX HE yrpokKan
APYrUM, He pa3Mellail arpecCUBHbIN M IIPOBOKALMOHHBIN MaTtepuai. Byap npyxemodeH. He rpyou.

- HEe BCTyNail B HE3HAKOMbIE COOOILECTBA U HE PACHIPOCTPAHSAN 10 Yei-1mbo rnpocboe
MH(OPMAIIMOHHBIE, TIPOBOKAIIMOHHBIE U arpeCCUBHO-HACTPOEHHbBIE MATEPUAIIBI M COOOIIIECHHMS.

- He BCe, YTO Thl MOKEIllb IIPOYECTb WM YBUAETh B UHTEPHETE — NpaBaa. He yieHuch 1 nepenposepsii
MH(OPMALIMIO B APYTUX MOMCKOBBIX CUCTEMAX WJIM CIIPOCH y POAUTENIEH.
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- IIOMHH, YTO CYIIIECTBYIOT CalThl, HETIpeAHA3HAYECHHBIE IS JIETEH, HE 3aXO0/IM Ha CAWThI «JIJIs TeX,
KTO crapiie 18 ier», Ha HelpUJIMYHbIE ¥ arpeCCUBHO HACTPOEHHBIe cailThl. Ecii Thl HOMa Ha Takoi
CAWT IO CChUIKE, 3aKpOil CBOM Opay3ep, UCHob3ys KiaBuim “ctrl+alt+delete”.

- paccKaxu BCe, YTO Thl YBUJIEJ, BBLyYMJI WIM Y3HAJI HOBOTO B3pocjaoMy. JIoBEpsii CBOUM POJUTEIISAM,
MIOCKOJIBKY TOJIBKO OHM CMOT'YT IIOMOYb B TPYAHOW CUTYallUH.

- HUKOI/Ia He YKa3bIBall CBOM HOMep TeJiepoHa WM SJICKTPOHHBIN ajipec, He OTIPABJISH C HEro CMC-
COOOIIeHNS Ha He3HaKOMble HoMmepa B MIHTepHeTe. Eciin Tebe mpuiuio cooOieHre ¢ He3HaKOMOTO
ajipeca, ero Jiydilie He OTKPBIBATh.

- ecsii Tebe MOKa3aa0Ch, YTO TBOM JAPY3bsi OTIIPABJIAIOT TeOe «CTPaHHYI0» MH(POPMALIUIO U
MIPOrPaMMBbl, IEPECTIPOCH Y HUX, OTIPABJISUIN JIM OHU TeOe Kakue-1uoo (aitbl. THOTIa MOIIEHHUKH
MOTYT JIECTBOBATbh OT UMEHU UYKHUX JIOAEH, B TOM YUCIIE TBOUX APY3€U U POACTBEHHUKOB.

- €CJIY TBI XOYelllb KyIUTh B IHTEpHETE KaKy-J100 YCIIyry WK Urpy, 0OpaTUCh K B3pociomy. OH
[OJICKAXET Tede, Kak n30exaTh MOIIIEHHUYECTBA.

- He 3arpy’ai (paiibl, MPOrpaMMBbl T My3bIKY O€3 COTJIacusi B3pOCIIBIX — OHU MOTYT COJEPXKaTh
BUPYCHI U IPUYUHSAT Bpejl KOMITBIOTEDY.

Yro aeaaThb, €CJIIN pe6eH01< BCE€ K€ CTOJIKHYJICA C KaKUMHU-JIHOO pUCKaMun

YcraHOBUTE MOJIOKUTEIbHBIA SMOIIMOHATIBHBIN KOHTAKT C pEOSHKOM, PacIioNIOXKUTE €ro K pa3roBopy
0 TOM, YTO CIYYHJIOCh. Pacckakure, 4To BbI OOECIIOKOSHBI TEM, YTO C HUM MPOUCXOAUT. PebGeHok
JOJIKEH BaM JOBEPSITh U 3HATh, YTO BBl XOTUTE Pa300paThCs B CUTYAIIMM U TIOMOYb €My, a He
HaKa3aTh.

[TocrapaiiTech BHUMATEIBHO BBICYIIIATh paccka3 peOeHKa O MPOMU3O0IIIe/IIIeM, YTOOBI TIOHATh
HACKOJIBKO CEPbE3HO CIIyUYMBIIIEECs] MOTJIO TIOBJIUSATH HA HETO.

Eciu peGeHOK pacCTpOeH YeM-TO YBHIEHHBIM (HApUMep, KTO-TO B3JIOMaJl €ro npoduiib B
COLIMAJIbHOW CETH) UJIM MOMaJl B HEMPUATHYIO CUTYalMIo (TIOTPATUJI Ballli WJIM CBOM JIEHBIM B
pe3yJibTaTe MHTEPHET-MOIEHHUYECTBA M IIpoYee) — MOCTapaiTech ero yCrokouTb. BmecTe ¢ HUM
pa30epuTeCh B CUTYaIlMH: YTO MPUBEJIO K JAHHOMY Pe3yJIbTaTy, KakKre HEBepHbIE JICHCTBUS
COBEPIIWII caM peOeHOK, a I7ie Bbl He paccKas3aid eMy O IpaBuIax Oe30macHoCTd B VIHTepHeTe.
[TpoBeauTe «padoTy Haj OMMOKAMI» U OOBSICHUTE peOEHKY, KaK 00e30MmacuTh ceOsl OT HeraTUBHBIX
(aktopoB MHTepHeTa.

Ecnu cutyanus cBsi3aHa ¢ HacuieM B VIHTEpHeETe 10 OTHOIIEHUIO K peOeHKY, TO HEOOXOIMMO
BBISICHUTh MH(OPMAIHIO 00 arpeccope, BHISICHUTh HCTOPUIO B3aMMOOTHOIIEHUI peOeHKa 1
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arpeccopa, BBISICHUTDb CYIIECTBYET JIM JIOTOBOPEHHOCTh O BCTpeUe B PeaIbHOM KU3HU; Y3HATH ObUTN
JIM TaKWe BCTPEUM U YTO U3BECTHO arpeccopy o pebeHke (peajbHoe uMsl, haMuius, aapec, TeaedoH,
HOMED IIKOJIBI M TOMY OA0OHOE), )KECTKO HaCTauBaiTe Ha M30EraHNM BCTPeU C HE3HAKOMIIAMU,
0co0eHHO 0e3 cBUIeTeN e, POBEPbTE BCE HOBbIE KOHTAKTHl peOeHKa 3a MOC/IeAHEee BpeMsl.

Cobepure HanboJIee TIOHYI0 MH(GOPMALHMIO O MTPOUCIIECTBUU KaK CO CJIOB peOeHKa, TaK M C
MOMOIIBIO TEXHMUECKUX CPEJICTB: 3aiJUTe HA CTPAHUIIBI CaiiTa, Ij1e ObUT Balll peOEHOK, TOCMOTPUTE
CIIMCOK €ro Jpy3el, mpouTute coodieHus. [1pun HeoOX0AUMMOCTH CKOTIMPYHTE M COXPAHUTE ITY
MH(OPMAIIMIO — B IaJIbHEHUIIIEM 9TO MOKET BaM IPUTOAUTHCS (Hanpumep, Uisi oOparieHus B
NPABOOXPAHUTENILHBIE OPTaHBbI).

Ecnu BbI He yBEpeHBI B OIIEHKE CEPhe3HOCTU IMPOM3OIIE/IIEro C BalllMM peOEHKOM, UM OH
HE/I0CTAaTOYHO OTKPOBEHEH (HE T'OTOB MJTH HA KOHTAKT), UJIM Bbl HE 3HAETE KAaK MOCTYIUTh B JTaHHON
CUTYyalluy — 0OpaTUTECh K CrielaaucTaM (TeseoH JoBepus, ropsyas JIMHUS U Ipyroe). Bam nanyt

PEKOMEHIAIMY O TOM, KyJia M B Kakoi popme 0OpaTUThCH, ecid TpeOyeTcsi BMelaTeIbCTBO APYTHX
CJIykKO M OpraHu3alvii, B TOM YKCJIe IPAaBOOX PAHUTEIbHBIX OPraHOB.

«Tenedon noBepus» cneacTBeHHOro ynpasieHus: 8 (3532) 34-36-26 (KpyIJIoCyTOYHO);

- «PebeHok B omacHOCTH»: 1151 skuTeneld ropoga Opendypra: 123, mis xuteneit oonactu: +7 (922)
828-76-02

Kpowme toro, Bel MoxkeTe ocTaBuTh CBOE 0OpalieHre B O(pUIIMaIbHON IPyIIe CJIeICTBEHHOTO
ylpaBJieHUs B collMaibHbIX ceTsix «BKoHTakTe» no aapecy - https://vk.com/orensledcom.

21 Hwons 2019

Aopec cmpanuywi: https://oren.sledcom.ru/news/item/1366566
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